ARE YOU IN THE DEFENSE CONTACT US DEFENSE
SUPPLY CHAIN? 506 E. Liberty St. 2nd Floor
Ann Arbor, Michigan 48104 CYB E RS ECU RITY
(734) 998-6614 ASSU RANCE
December 31, 2017, was the umegi-dcap@umich.edu PROGRAM

Department of Defense (DoD)

deadline for all defense contractors, Find out more at
at any tier of the supply chain, www.economicgrowth.umich.edu
handling Covered Defense M EEQMM !E,:GQHUWTH INSTITUTE

Information to be compliant with
National Institute of Standards and
Technology (NIST) Special
Publication (SP) 800-171.

WHAT IS DCAP?

DCAP supports defense

contractors throughout the supply
chain by offering expert
cybersecurity consulting services and
matching funds to qualifying
companies that need assistance in
becoming compliant with NIST SP
800-171.
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WHAT IS NIST 800-171?

NIST SP 800-171 is a guideline that
when implemented protects
unclassified information in nonfederal
information systems and
organizations and addresses the
following security requirements:

e Access Control

e Media Protection

o Awareness and Training

e Personnel Security

e Auditing and Accountability

e Physical Protection

o Configuration Management

e Risk Assessment

e Identification and Authentication

e Incident Response

e Maintenance

e Security Assessment

e System and Communication
Protection

e System and Information Integrity

DCAP GOALS

e Provide stability and stimulate

DCAP ELIGIBILITY

e Operations in MI, OH, or IN ;
e Atleast 10% annually of business il /
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job creation and retention in the
defense supply chain.

Help maintain an individual firm's
manufacturing capability through
strengthening it's security
systems.

Leverage university resources and
connections to give students real
world, research and business
experience

revenues from DOD-derived
contracts currently or within the
past 5 years

Or demonstrate critical potential
to address a particular need in the
defense supply chain




